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The goal of this training is to acquaint you with the basics of
information security and the HIPAA Security Rule.
The topics of this training include:
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Security
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Health Insurance Portability and Accountability Act of 1996
(HIPAA)
HIPAA is a federal mandate dealing with a variety of issues. The
original goal was to make transferring from one health insurance
plan to another easier as people changed jobs or became
unemployed. To make it easier to share information between
healthcare providers, HIPAA required healthcare providers and
payers to submit transactions (e.g. patient claims) in a
standardized electronic format. As information becomes easier to
transmit, it also becomes easier for the information to be lost,
stolen or abused.

Health Insurance
Portability and Accountability
Act (HIPAA)

Digitizing patient records allows for efficient transmission of
information but comes with associated risks. HIPAA requirements
for reasonable and appropriate security of patient information are
critical to maintaining the confidentiality, integrity and availability
of this information.
Virtually all healthcare organizations that engage in electronic
transactions are required to comply with HIPAA. These
organizations are referred to as “covered entities” under HIPAA.
Pathways meets the criteria to be considered a covered entity.
Contractors that performs certain functions or
activities that involve the use or disclosure of
protected health information on behalf of, or provides
services to, a covered entity are considered a
Business Associate. The organization you work
for is considered a Business Associate of
Pathways.
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On February 17, 2009, President Obama signed the American Recovery and Reinvestment Act of 2009. A
portion of the bill created the Health Information Technology for Economic and Clinical Health Act (HITECH). The
HITECH Act substantially expanded the HIPAA Privacy and Security Rules and increases the penalties for
violations of HIPAA.
Three important HITECH requirements are:
1.

HITECH established mandatory federal security breach reporting requirements for HIPAA
Covered Entities and their Business Associates. Covered entities now must notify each person whose
unsecured PHI is disclosed in a breach. Under certain circumstances, a breach may involve notifying the
local newspapers and television broadcasters of the incident. The U.S. Department of Health and
Human Services has established a list of breaches of unsecured protected health information
affecting 500 or more individuals. The list has been nicknamed the “Wall of Shame”. You can view the
list here: http://www.hhs.gov/ocr/privacy/hipaa/administrative/breachnotificationrule/breachtool.html

2.

Under the HITECH Act, Business Associates are directly subject to the administrative, physical and
technical safeguard requirements of the Security Rule, as well as the requirements to maintain policies,
procedures, and documentation of security activities in the same manner that such sections apply to the
covered entity.

3.

Establish new criminal and civil penalties for noncompliance. The act provides a four tiered system for
assessing the level and penalty of each violation. Penalties quickly escalate from a minimum of $100 per
violation with a $25,000 max per calendar year to $50,000 per violation and $1.5 million for the calendar
year. The Feds appear to be very serious about issuing penalties under HITECH.
Civil and criminal penalties for violation of the HIPAA security rule apply to a Business
Associates in the same manner as they apply to a Covered Entities.

Pathways has always upheld strict privacy and security policies.
It is critical that Pathways’ Business Associates also be vigilant in protecting
the confidentiality of consumer information.

Each user is assigned a unique user ID and password. The credentials are assigned to the individual and
that individual ONLY.
It may seem like a good idea to share credentials with a co-worker that has not been assigned access to
an application. However, that would undermine the key security principle of accountability. The computer
system’s auditing would indicate all activity conducted under your user ID to be attributed to you. In other
words, you may take the blame for their conduct.
• Don’t use a word that can easily be
found in a dictionary. Words
commonly found in a dictionary can
be cracked in minutes.

To safeguard YOUR
computing account, YOU
need to take steps to
protect YOUR password.

• Don’t share your password – protect
it the same as you would the key to
your residence. After all, it is a “key”
to your identity.

When choosing a
password:

• Use eight characters at a minimum
which should contain Uppercase
letters (A-Z), lowercase letters (a-z),
and numbers (0-9).
• Your personal passwords (e.g. hotmail, Facebook,
on-line banking) should be different than the
passwords you use at your job.

A Pass Phrase is a good alternative to complex password
A pass phrase uses words to create a sentence—like phrase. For example, “UP
summers r great” is an 18 character (including spaces) pass phrase containing
upper and lower characters. Unlike passwords, pass phrases can’t be found in the
dictionary and are much harder to guess.
Tips for Pass Phrases:
• Misspelling or abbreviating words adds complexity to the pass phrase
• Pass phrases should not contain famous quotations from literature, movies, etc.

The Pathways’ Information Security Team recommends using
pass phrases or complex passwords in all Pathways systems, including ELMER.

http://onemansblog.com/2007/03/26/how-id-hack-your-weak-passwords/

Read more here:
http://www.net-security.org/secworld.php?id=8742
http://www.imperva.com/docs/WP_Consumer_Password_Worst_Practices.pdf

ELMER
In the age of electronic health records, maintaining the security of ELMER is
imperative. Here are a few rules to follow:

Reporting security incidents is important so that security problems can be detect, mitigated and prevent
You are responsible for reporting security incidents as soon as possible. All reports need to be communicated to
Pathways. Please refer to the Business Associate Agreement for details on how and what to report.

Here are a couple events that require reporting to Pathways:

• When users log into the Pathways network or ELMER with someone else’s username and password.
•

A privacy or security breach to consumer information. A breach is considered discovered on the first day a
covered entity or Business Associate knows or should have known about it. Covered entities and BAs must
notify individuals about a breach as soon as possible but no later than 60 days following discovery of the
breach. A delay in reporting a breach may result in penalties by the U.S. Health and Human Services.

Snooping in medical records leads to HIPAA breaches, disciplinary actions and
often financial penalties for the health care organization.

Safe and Secure E-mail Use

Malicious Software

Ransomware
Ransomware is a type of malicious software distinct from other malware; its defining
characteristic is that it attempts to deny access to a user’s data, usually by encrypting the
data with a key known only to the hacker who deployed the malware, until a ransom is paid.
After the user’s data is encrypted, the ransomware directs the user to pay the ransom to the
hacker in order to receive a decryption key.

Malicious Software

Ransomware and HIPAA
Ransomware active on computers may compromise the confidentiality and availability of
protected health information. In most circumstances, a ransomware attack would
require Pathways to report the event to the United States Department of Health and
Human Services. Monetary fines and federal audits are used to penalize healthcare
providers.

Pathways’ Business Associates need to be vigilant in
protecting the privacy and security of Protected Health
Information.
Here are a few resources to help guide your security
program:
• http://www.hhs.gov/ocr/privacy/hipaa/understanding/srsummary.html
• http://www.hhs.gov/ocr/privacy/hipaa/administrative/securityrule/rafinalguidancepdf.pdf
• http://csrc.nist.gov/publications/nistpubs/800-66-Rev1/SP-800-66-Revision1.pdf
• http://www.hcmarketplace.com/prod-7940-EHIPAAB/The-HIPAA-and-HITECH-Toolkit.html
• http://blogs.hcpro.com/hipaa/whitepapers/
• http://www.hcmarketplace.com/prod-7893/Business-Associates-and-Covered-Entities.html

Do you have questions on the material contained
in this training? If so, please contact either Matt
Maskart or Faye Witte for clarification.

Matt Maskart
Pathways HIPAA Security Officer
Phone #: 906-225-5138
Email: mmaskart@up-pathways.org

Faye Witte
Pathways HIPAA Privacy Officer
Phone #: 906-233-1201
Email: fwitte@up-pathways.org
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By signing below, I have read and I understand the contents of the Pathways’
Information Security Training: Contract Employee training document. If I did not
understand sections of the training, I contacted my supervisor or the Pathways
HIPAA Security Officer for clarification.
Printed Name: ________________________________
Date the training was completed: _________________

Please print only this page and retain with your staff records. The Pathways’
Contract Manager will review this document at the next Site Audit.

